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Abstract: This paper employs multi-sensor devices to design a system for collecting and monitoring environmental
information, as well as for wireless encrypted transmission. The system adopts a distributed architecture with one master and
multiple slaves. First, multi-channel slave device data processing boards are used to collect and display real-time environmental
information such as temperature, humidity, smoke, PM2.5 concentration, and fire through sensors. Based on the requirements of
different environmental scenarios, different threshold ranges are set to determine whether parameters fall within the threshold
range. If any parameters are abnormal, an audio-visual alarm is triggered. Secondly, an improved encryption algorithm is used
to encrypt the raw data after collection, and a wireless transmission module is employed to transmit the data, conveying
environmental information from different areas to the main device's data processing board. Finally, the main device's information
processing board card performs data decryption, processing, aggregation, and reporting functions. This achieves 24/7 real-time
monitoring, encrypted transmission, and abnormal alarm functionality for environmental information across different scenarios.
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device first collects environmental working parameters

1. Introduction within the relevant area, then displays the collected data via a

This system uses a Microcontroller unit (MCU) [2]as its screen display .module, encrypts the raw .data using an
core component, enabling real-time remote monitoring of improved algorithm, and finally transmits it to the main
environmental parameters in various scenarios. It features the device via a wireless module. The hardware block diagram of
following functions: measurement and display of temperature, the device is shown in Figure 2.
humidity, smoke, PM2.5 concentration, and fire detection;
data encryption; wireless data transmission; audio-visual Slave device
alarms when collected data exceeds alarm thresholds; storage Temperature and Wireless
of abnormal data; and upper-level computer display and humidity value E> <:> communication

collection module

control functionality.
Working principle: The device collects operational Smoke
parameters through multiple sensors within its designated concentration E>
e collection module
responsibility module area. The collected parameters are first
displayed, then encrypted, and transmitted to the host via a PM2.5 value ‘
wireless communication module [3]. The host aggregates and acquisition module E> <:| a muig;gﬁ dule
displays the received data on an LCD screen. If the collected
data exceeds the alarm threshold, the host triggers an audible
and visual alarm, stores the abnormal data, and sends the
collected data in real-time to the upper-level computer
software via a serial port. The system's working principle is
illustrated in Figure 1.
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Figure 2. From the device hardware block diagram

Main Equipment Hardware Design Framework: The main
device is responsible for acquiring data from the slave device,
receiving data via a wireless communication module,
decrypting and displaying the data, and then transmitting the
1 data to the host computer via an RS232 serial communication

module for display. When the acquired data exceeds the set
Wirel Sk Dat. . . . .
Communications | device [ acquisition threshold range, the main device enables the audio-visual
.5 /4/ : alarm circuit to sound an alarm and stores the abnormal data.
ommunications . . . . . .
o The hardware block diagram of the main device is shown in
XL e | = — Figure 3.
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Figure 1. System working principle diagram

2. Detailed Design
2.1. System Hardware Design

From the hardware design framework of the device: The
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Figure 3. Main equipment hardware block diagram

2.2. System Program Design

System from device main program: The system's program
design for the device mainly completes the initialization of
various sensor modules, data collection, encryption algorithm
encryption processing, wireless transmission, and other tasks.
The program flow chart is shown in Figure 4:
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Figure 4. From the device main program flowchart Tables

System main device main program: The program design of
the system's main equipment mainly involves decrypting and
processing data reported wirelessly by various slave devices,
reporting parameters to the host computer software, and
determining whether to trigger audible and visual alarms and
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store abnormal information based on preset parameter ranges.
The program flowchart is shown in Figure 5.
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Figure 5. Main Equipment Main Program Flowchart

2.3. Improving cryptographic algorithm design

The improved AES [4] encryption algorithm consists of
three stages: data preprocessing and encryption, data
transmission, and data decryption. First, the plaintext data A
to be transmitted is obtained, and the corresponding data
preprocessing operations are performed. The data is then
input into the AES encryption algorithm to complete the first
step of encryption, resulting in the ciphertext data B1. The
serial number of the device's data processing board is used as
the seed input to the pseudorandom number generator to
generate a random bit stream, completing the second
encryption step to obtain ciphertext data B2. The results of B1
and B2 are then added together to form the final ciphertext
data B for transmission. This approach enhances the
reliability of the encrypted data results without significantly
compromising data processing real-time performance; Next,
the ciphertext data B obtained in the previous step is
processed using the MDS5 algorithm to calculate the MDS5
value C of the transmitted data. Then, the ciphertext data B
and the calculated MDS5 value C are transmitted to the main
device's data processing board. Upon receiving the data B'
and C', the main device processes B' using the MDS5 algorithm
to obtain the corresponding MDS5 value D. A verification
decryption mechanism is introduced to ensure that data is not



tampered with during transmission, thereby enhancing data
security; Finally, a comparison and verification of C' and D
before and after transmission is performed. If the comparison
is correct, the next step of decryption is carried out, which is
the inverse process of encryption; if the comparison and
verification fails, the data 1is discarded, and an
acknowledgment (ACK) is sent back to the slave device unit
1, ensuring the reliability of data transmission. The algorithm
flowchart is shown in Figure 6
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Figure 6. Encryption Algorithm Processing Flowchart

2.4. Host computer display control design

The PC-based [S] monitoring software uses the RS232
serial communication protocol to obtain real-time data
uploaded by the lower-level machine, making it convenient
for users to view and manage. The overall functional diagram
of the PC-based monitoring software is shown in Figure 7.
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Figure 7. Overall functional diagram of host computer software

The form interfaces that need to be designed for PC-based
monitoring software mainly include: login form design,
system configuration form design, information display form
design, database form design, and information alarm form
design. Next, we will introduce the design of each form one
by one.

2.4.1. Login Form Design

The login interface of the PC-based monitoring software
primarily implements password-based login to enhance
system security. It also features an automatic prompt function
for users who have forgotten their passwords. Typically, users
can access other system functions by entering their login
credentials on this interface. If a user forgets their password,
they can click the “Forgot Password” button, and the system
will display a pop-up window with instructions for the user.

2.4.2. System Configuration Form Design

The system configuration window of the PC-based
monitoring software will configure the required parameters
based on the system configuration interface.

2.4.3. Figures. Information display form design

The information display window of the PC-based
monitoring software. This interface primarily enables the PC-
based monitoring software to display RS232 serial port data
in real time after acquisition. After connecting the RS232
serial port cable to the main device's processing board, users
first select the personnel information they wish to view in this
interface, then click to view the information. This interface
also features an information alarm light, which turns red and
emits an alarm sound when an information alarm occurs.

2.4.4. Database Form Design

The information display window of the PC-based
monitoring software. This interface primarily enables the
real-time storage of environmental data obtained by the PC-
based monitoring software. Click “View Database” on this
interface, then click the name of the corresponding database
table to display all contents of the currently selected database.
Click “Delete Data Table” to delete the corresponding data
table.

2.4.5. Information Alarm Settings Window Design

The information display window of the PC-based
monitoring software. This interface primarily enables users to
set the upper and lower limits for alarm information and
determine whether to enable sound alerts in the PC-based
monitoring software. Selecting “Enable Alarms” and clicking
‘Save’ completes the alarm information settings. The system
automatically locks all alarm information. If any alarm
parameter settings are incorrect, users can click “Reset” to
unlock the alarm information settings, then reconfigure and



save them.

3. Summary

This paper takes multi-sensors as the starting point and
designs a complete system for data collection, algorithm
encryption, data transmission, and host computer display.
This system can provide convenience for industrial control in
certain scenarios, freeing up human and material resources to
a certain extent and enhancing data reliability. However, due
to limitations in hardware processing capabilities, there are
still some deficiencies in real-time performance when calling
algorithm parsing. Further research will be conducted in this
area in the future.
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