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Abstract: With the increasing frequency of network attacks, the traditional methods of network vulnerability detection are 

faced with many challenges. Within this manuscript, a network vulnerability detection framework, utilizing a deep neural 

network (DNN) that amalgamates advanced deep learning techniques with conventional machine learning methodologies, is 

posited to enhance discernment capabilities when pinpointing potential threats within network data streams. Through the 

nonlinear combination of multi-layer neurons, the model can effectively capture complex feature relationships, so as to achieve 

accurate classification of normal traffic and attack traffic. The model's structure encompasses an input stratum, manifold 

concealed strata, and an outer stratum. The ReLU activation function is harnessed to amplify the model's nonlinearity, 

incorporating the Sigmoid activation function in the latest layer augments the process of binary categorization. The choice of 

binary cross entropy as the loss function is made to refine the model's performance. The experimental blueprint ensures data 

integrity and dependability via the procedural measures of data prepossessing, feature culling, and normalization. In the training 

process, the weight of the model is constantly updated by backpropagation algorithm to improve its generalization ability on 

unknown data. 
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1. Introduction  

Amidst the swift evolution of information technology, the 

issue of cybersecurity has been increasingly brought to the 

fore. With the popularization of the Internet and the 

acceleration of digital transformation, the frequency and 

complexity of various cyber attack methods have increased 

significantly, bringing severe challenges to the security of 

individuals, enterprises and even countries [1-2]. Malicious 

actors leverage sundry loopholes to assail systems, thereby 

precipitating a cascade of grave ramifications, including data 

exfiltration, pecuniary depletion, and reputational detrition. 

Traditional methods of network vulnerability detection, such 

as rule-based detection and signature matching, have played 

an important role in the early stage, but with the continuous 

progress of attack technology, these methods have gradually 

revealed their limitations. These methods usually rely on 

predefined rules and features, and have insufficient ability to 

identify new attacks or variant attacks, so the detection rate 

and response speed can not meet the actual needs in the face 

of complex network environments. In this case, there is an 

urgent need for a more advanced and efficient detection 

technology to meet modern network security challenges. In 

recent years, the burgeoning advancement of deep learning 

technology has infused novel prospects into the realm of 

network security. As a potent instrument within the machine 

learning paradigm, DNNS have garnered extensive 

application across diverse domains such as image recognition 

and natural language processing, owing to their multi-tiered 

architecture and formidable capacity for feature extraction. 

[3]. DNNS can automatically extract features by learning 

complex patterns in large amounts of data, enabling efficient 

classification and regression tasks. In network vulnerability 

detection, the application potential of DNNS is increasingly 

recognized by researchers because of their ability to process 

high-dimensional data and identify potential attacks from it. 

This study endeavors to proffer a cyber-vulnerability 

detection framework predicated upon deep neural networks, 

thereby augmenting the efficacy of discerning latent threats 

within network traffic. Through the nonlinear combination of 

multi-layer neurons, the model can effectively capture 

complex feature relationships, so as to achieve accurate 

classification of normal traffic and attack traffic. Specifically, 

the architecture of the model includes input layer, multiple 

hidden layers and output layer. The ReLU activation function 

is employed to bolster the model's capacity for nonlinear 

representation, while the Sigmoid activation function is 

utilized to execute dichotomous classification tasks within the 

output layer. The binary cross-entropy loss function is chosen 

to refine the model's performance. To substantiate the efficacy 

of the proposed model, the NSL-KDD dataset is selected as 

the experimental foundation. This data set is a classic data set 

within the purview of cyber-intrusion detection, including a 

variety of network attack types and normal traffic samples. 

Compared with its predecessor KDD Cup 1999 dataset, the 

NSL-KDD dataset solves the problem of data redundancy and 

imbalance, and provides a more realistic and diversified 

network traffic sample. Therefore, through in-depth analysis 

of this data set, the performance of the model in practical 

applications can be better evaluated. In order to ensure the 

validity and reliability of the data, a variety of data 

preprocessing measures are adopted in the experimental 

design, including feature selection and normalization steps. 

These steps not only improve the training efficiency of the 
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model, but also enhance the adaptability of the model to 

different types of data. In the course of training, the weight of 

the model is constantly updated by backpropagation 

algorithm to improve its generalization ability on unknown 

data. As the core algorithm in deep learning, backpropagation 

algorithm can optimize the model by calculating the gradient 

of the loss function and adjusting the model parameters 

according to the gradient. Through this iterative optimization 

process, the model can gradually learn the key features in the 

data and improve its identification accuracy of network 

attacks. 

2. Related work 

2.1. Vulnerability detection based on machine 

learning 

Amidst the swift evolution of information technology, the 

issue of cyber security has ascended in prominence, most of 

the early studies focused on a single type of vulnerability 

detection, and relatively few comparative studies on different 

detection methods for the same data set. To fill this gap, a 

method combining machine learning and text mining has been 

proposed to predict components that may have security 

vulnerabilities in software applications [4]. The method 

analyzes the source code through text mining technology, and 

uses a bag of words model to treat software components as a 

series of terms with related frequencies and features them as 

predictors. The experimental results show that the 

combination of text mining and machine learning has a 

significant effect on improving the efficiency of detection of 

susceptibilities, and can significantly diminish the temporal 

and laborious demands for safeguarding software. In addition, 

there are studies that provide a high-quality public data set 

containing 223 vulnerabilities found in three Web 

applications [5]. Based on this data set, the researchers 

compared the vulnerability prediction model derived from the 

analysis of textual data with that based on software indicators, 

and the results showed that the text mining model was 

superior to the model based on software indicators in terms of 

recall rate. 

2.2. Vulnerability detection technology of deep 

learning 

In terms of vulnerability detection technology of deep 

learning, deep learning, as a popular multi-layer neural 

network machine learning method, has attracted much 

attention due to its efficient representation learning ability [6-

9]. It can automatically find useful features in high-

dimensional raw input without manual feature extraction, so 

it is very suitable for application in the field of vulnerability 

detection. In terms of feature extraction, common 

convolutional neural networks (CNNS) mainly consist of 

input layer, convolutional layer and pooling layer [10]. The 

input layer is responsible for entering data into the model; The 

convolutional layer extracts features through convolutional 

kernel, and selects effective information from complex input 

information. Pooling layer fuses the extracted features to 

extract significant features and achieve dimensionality 

reduction. The convolution layer can be divided into 1D-CNN, 

which is mainly used for processing one-dimensional data 

such as text, and only carries out convolution in the width 

direction. 2D-CNN is mainly used to process two-

dimensional data such as images, and convolve width and 

height at the same time [8]. In addition, LSTM is also often 

used for vulnerability detection, which can capture long 

distance dependencies and is suitable for identifying logical 

features in code , shown in Figure 1[11]. Nevertheless, the 

comprehensive comprehension and empirical validation of 

the utilization of pertinent technologies in the realm of 

vulnerability identification remains lacking. As a result, the 

proposition has been put forward advocating for the 

amalgamation of convolutional neural networks (CNN), 

LSTM, and convolutional neural networks-long short-term 

memory networks (CNN-LSTM) in vulnerability detection 

[12]. 

 

Figure. 1 Structure chart of LSTM 

3. Model introduction 

The following is a detailed introduction to the penetration 

testing section through the formula, combined with the design 

and training process of the deep neural network (DNN) model. 

Penetration Testing is a security assessment method that 

simulates attacks to identify and assess security 

vulnerabilities in a system. Through penetration testing, we 

can obtain information about the actual security status of the 

system, which can be input into the DNN model as a feature 

to improve the accuracy and reliability of vulnerability 

detection. 

At the input level, we need to integrate a variety of 

characteristics, including source code characteristics, network 

traffic characteristics, and penetration test results. Assume 

that the input feature vector is: 

 [ , , ]code traffic=x x x p  (1) 

codex is a source code feature vector with dimension 1n , 

trafficx  is a network traffic feature vector with dimension 
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2n , 

p is a penetration test feature vector with dimension m . 

Therefore, the total dimension of the input vector is:

1 2      n n n m= + + . 

     The model contains multiple hidden layers. The 

output calculation formula of layer l  is as follows: 

 
( ) ( ) ( 1) ( )( )l l l lf −= +h W h b  (2) 

1( ) l Ld dl −
W is the weight matrix of the l  layer, where 

ld  is the number of neurons in the l  layer and 1ld −  is the 

number of neurons in the previous layer. 
( ) ldl b is the 

first layer of the bias vector l . f  is the activation function 

(such as ReLU), defined as: 

 ( ) max(0, )f x x=  (3) 

After a hidden layer, add a penetration test module. 

Suppose the penetration test feature is introduced after layer 

l , combined with the penetration test feature p  : 

 
( 1) ( 1) ( ) ( 1)( [ , ] )l l l lf+ + += +h W h p b  (4) 

here, the combined input is: 

 
( )[ , ] ld ml +

h p  (5) 

1 ( )( 1) l ld d ml +  ++ W  is the first 1l +   layer weight 

matrix. 
1( 1) ldl ++ b is the first 1l +  layer of the bias vector. 

The output layer is used to classify and output the 
probability distribution of vulnerabilities. The formula is: 

 
( ) ( ) ( )( )out L out= +y W h b  (6) 

( ) Lk dout W  is the weight matrix of the output layer, 

k  is the number of vulnerability categories, and Ld  is the 

number of neurons in the last layer.    is the softmax 

function, defined as: 
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We use the cross-entropy loss function to optimize the 
model: 

 
1 1

ˆlog( )
m k

ij ij

i j

y y
= =

= −  (8) 

where 
ijy  is the true label (one-hot encoding) and ˆ

ijy  is 

the probability predicted by the model. In the training process, 

the features extracted from the penetration test module are 

used to enhance the learning effect of the model. Calculating 

the gradient of the loss function and update the weights and 

bias using the backpropagation algorithm: 

 
( ) ( )l l

and
 

 W b
 (9) 

the update rules are: 

 
( ) ( ) ( ) ( )

( ) ( )

l l l l

l l
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 −  −

 
W W b b

W b
 (10) 

here   is the learning rate. 

The training process of the model is optimized using 

standard backpropagation algorithm combined with 

appropriate loss functions such as cross-entropy loss. The loss 

function can be expressed as: 
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where N  is the number of samples, iy  is the true label, 

and ˆ
iy  is the probability predicted by the model. The 

structure diagram is shown in Figure 2. 

 

Figure. 2 Structure diagram of DNN model with penetration test 

4. Experimental results and analysis 

4.1. Model performance comparison 

Within experiment A, a dataset was curated by tapping into 

the CVE database and enlisting feature data stemming from 

penetration testing, subsequent to which it was partitioned 

randomly into a training ensemble (70%), a validation 

ensemble (15%), and a testing ensemble (15%). In the course 

of model training, cross-validation is harnessed to uphold the 

capacity for generalization. The evaluation metrics, including 

Accuracy, Precision, Recall, and F1-score, will be used to 

evaluate the model's performance on different types of 

vulnerability detection tasks, specifically for both known and 

unknown vulnerabilities. In this experiment, we compare the 

performance of a vulnerability detection model based on deep 

neural networks (DNN) with our proposed improved model 

combined with a penetration test module (Ours). The 

empirical findings are detailed in Table 1: 

Table 1. Model performance comparison 

Experimental 

index 

Traditional DNN 

Model 
Ours 

Accuracy (%) 91.52 92.51 
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Precision (%) 92.85 94.38 

Recall (%) 88.64 89.02 

F1-score (%) 89.87 90.45 

In this experiment, we compare the performance of a 

traditional vulnerability detection model based on deep neural 

networks (DNN) with our proposed improved model 

combining penetration testing modules (Ours). The 

experimental results indicate that the enhanced model 

surpasses the conventional DNN model in multiple pivotal 

metrics. Specifically, in terms of accuracy, the DNN model 

was 91.52%, while our model improved to 92.51%, indicating 

that after the introduction of penetration testing, the model has 

increased its overall detection capability and can more 

effectively identify the right vulnerabilities and normal traffic. 

In terms of accuracy, the DNN model was 92.85%, while our 

model improved to 94.38%, which means that out of all 

samples detected as vulnerabilities, the proportion of true 

vulnerability samples increased, indicating that our model 

performed better in reducing false positives. In terms of recall 

rate, the DNN model is 88.64%, while our model is 89.02%, 

which is a smaller increase, but shows improvement in 

catching real vulnerabilities. Finally, in the comprehensive 

index of F1-score, the DNN model is 89.87%, while our 

model is improved to 90.45%, reflecting the superior 

performance in processing unbalanced data sets. 

4.2. Model performance analysis under 

different network attacks 

The aim of this experiment was to assess the efficacy of 

DNN models and penetration testing methodologies in 

detecting diverse forms of cyber assaults. The experimental 

setup consisted of training two models: a traditional deep 

neural network and a deep neural network enhanced by 

penetration testing. The data sets used for training include 

SQL injection, cross-site scripting (XSS), and samples of file 

inclusion attacks. Evaluation metrics include accuracy, 

robustness, utility, and response time to ensure a 

comprehensive evaluation of model performance. Parameters 

such as a learning rate of 0.001, batch size of 32 and 50 

EPOchs are carefully configured to optimize training 

efficiency. The accuracy of each model will be compared to 

determine the percentage of improvement achieved through 

integrated penetration testing. In addition, response times will 

be measured to assess the practical applicability of the 

enhanced model in real-time scenarios. The empirical 

findings are detailed in Table 2. 

Table 2. Performance of the model under different network attacks 

Attack Type 
Traditional DNN 

Model 
Ours 

SQL Injection (%) 78.5 82.3 

Cross-Site 

Scripting (XSS) 

(%) 

82.0 91.0 

File Inclusion (%) 75.0 78.5 

Overall Accuracy 

(%) 
80.0 85.0 

Response 

Time(ms) 
210 160 

 

It can be seen from the experimental results that the deep 

neural network (DNN) model combined with penetration 

testing shows significant advantages in various attack 

detection. Against SQL injection attacks, the detection 

accuracy of the traditional DNN model is 78.5%, while our 

model is improved to 82.3%, showing a significant 

improvement. This improvement not only reflects the model's 

better ability to recognize complex attack patterns, but also 

indicates that the introduction of penetration testing 

effectively enhances the model's learning ability. For cross-

site scripting attacks (XSS), the accuracy of the traditional 

model is 82.0%, while our model reaches 91.0%, which also 

reflects the important role of penetration testing in feature 

extraction and attack identification. In terms of file inclusion 

attacks, the detection rate of the traditional model was 75.0%, 

while our model improved to 78.5%, further demonstrating 

the effectiveness of the new method. Overall, the overall 

accuracy was improved from 80.0% of traditional DNNS to 

85.0%, showing a significant performance improvement. In 

addition, in terms of response time, the response time of the 

traditional model is 210 ms, while our model is optimized to 

160 ms, indicating that the utility and response speed of the 

model are also improved while the detection capability is 

improved. These results show that the combination of 

penetration testing and DNN not only improves the detection 

capability of various attack types, but also keeps the latency 

low in practical applications, providing stronger support for 

network security protection. 

4.3. Effect of feature selection method on 

model performance 

This investigation endeavors to explore the influence of 

diverse feature selection techniques on the efficacy of an 

enhanced Deep Neural Network (DNN) architecture in the 

realm of network intrusion detection. The empirical data is 

derived from the publicly accessible CICIDS 2017 network 

traffic dataset, which encompasses a myriad of network 

assault types alongside benign traffic samples, rendering it apt 

for vulnerability identification tasks. To enable proficient 

model training and assessment, the dataset is initially 

partitioned into training, validation, and testing subsets, with 

the training subset constituting 70%, the validation subset 

15%, and the testing subset 15%. This stratification 

guarantees the model's ability to generalize on previously 

unseen data. The model undergoes training utilizing a refined 

DNN framework, applying cross-entropy as the loss function 

and employing the Adam optimizer for parameter updates. 

Throughout the training phase, the validation subset is 

utilized to oversee the model's performance, thereby 

mitigating the risk of overfitting. The performance metrics for 

evaluation encompass accuracy, precision, recall, and F1 

score, which collectively provide a comprehensive 

assessment of the model's performance across various 

network attack scenarios. The findings from the experiments 

are delineated in Table 3. 

In the experiment of feature selection on the improved deep 

neural network (DNN) model, the performance difference of 

different methods is obvious. Although the correlation 

coefficient method can provide basic accuracy, it is relatively 

weak in terms of recall and accuracy. In contrast, Chi-square 

test significantly improved the model's performance, 

especially in the recall rate and accuracy rate, showing its 

effectiveness in feature screening. The most prominent is the 

random forest feature importance method, which not only has 

the best performance in accuracy, recall and accuracy, but also 

shows high efficiency in training and response time. This 

shows that the method can effectively identify the features 

that have the greatest impact on the model performance, and 

improve the overall detection capability. Although the 
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training time of principal component analysis is the shortest, 

its performance is not better than other methods, indicating 

that the information in the data may not be fully utilized in the 

feature selection. To sum up, the random forest feature 

importance method is superior in this experiment. 

 

Table 3. Effect of feature selection method on model performance 

Method 
Correlation Coefficient 

Method 
Chi-Square Test 

Random Forest 

Features Importance 

Principal Component 

Analysis 

Accuracy (%) 86.5 88.0 89.5 87.3 

Recall (%) 83.2 86.5 87.8 84.9 

Precision (%) 85.0 87.2 88.6 86.0 

Training Time (s) 30 28 25 20 

Response Time (ms) 155 150 145 160 

5. Summary 

Under the background of the increasingly severe network 

security situation, the means of network attack are constantly 

evolving, and the traditional vulnerability detection methods 

are faced with many challenges. Hence, it is imperative to 

cultivate a proficient and precise vulnerability detection 

framework. This research aims to explore a new way to 

improve the capability of network security vulnerability 

detection by combining penetration testing and DNN. In this 

paper, a deep neural network model combined with 

penetration testing is proposed to improve the accuracy and 

efficiency of network security vulnerability detection. 

Through the experimental analysis of the NSL-KDD dataset, 

the results show that the improved model is superior to the 

traditional DNN model in several key indicators, showing 

significant improvement in detection ability. In addition, in 

the experiments targeting different types of network attacks, 

the model combined with penetration testing showed stronger 

recognition ability in the detection of multiple attack types, 

indicating that the introduction of penetration testing 

effectively enhanced the learning effect of the model. 

Simultaneously, the response time of the improved model is 

optimized, which shows that the response speed and 

practicability of the model in practical application are also 

improved while the detection capability is improved. 

Ultimately, a comparative analysis of the impact of various 

feature selection techniques on the efficacy of the model is 

conducted. 
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